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1. Introduction
At Brannam Medical Centre we are committed to protecting your privacy and ensuring your personal and health information is handled securely, in accordance with UK GDPR, the Data Protection Act 2018, and NHS data protection standards.
We use Heidi Pro, an AI powered scribe, to assist clinicians in documenting consultations. Heidi Pro helps improve the accuracy, efficiency, and completeness of your medical records whilst allowing clinicians to focus on to in consultations - rather than the keyboard. 

2. What is Heidi Pro and Why We Use It
Heidi Pro is an AI tool listens to the consultation in real time and generates a set of draft notes for the clinician to review:
· Draft notes are always reviewed and approved by the clinician before being added to your record.
· Heidi Pro does not make clinical decisions or provide medical advice.
· The tool is used to enhance record-keeping and patient care, not replace clinical judgment.


Data flow overview:
1. Audio from consultation → processed securely in Heidi Pro environment
2. Draft notes → returned to clinician
3. Clinician reviews/edits → final note entered into GP clinical system
4. Draft notes are stored in the Heidi system for [enter practice determined timeframe] days and then automatically deleted.
5. Final clinical note saved on your clinical record are retained per NHS Records Management Code of Practice (NHS RMP)

3. Personal and Special Category Data Processed
The following data is process in the use of Heidi: 
Patient data:
· Name, date of birth, NHS number
· Contact details
· Consultation content: symptoms, diagnoses, medications, observations
Clinician data:
· Name/professional identifier for audit and access control
Special category data:
· Health information including medical history, clinical findings, and treatment details

4. Legal Basis for Processing
· Article 6(1)(e) UK GDPR: Processing necessary for performance of a task carried out in the public interest (providing healthcare).
· Article 9(2)(h) UK GDPR: Processing necessary for healthcare provision and management of health systems.




5. Data Sharing and Third-Party Processors
· Heidi Pro is a data processor, acting on behalf of the practice under a Data Processing Agreement (DPA).
· No patient data is shared with third parties except where legally required.
· No data is sent outside of the UK.
· All practice access is restricted to authorised clinical staff and practice management.
Processor contract / DPA link: [LINK TO DPA]
Link to DPIA: [LINK TO DPIA]

6. Retention Schedule
	Data Type
	Retention

	Draft notes (pre-clinician review)
	Deleted after 7 days automatically (unless manually deleted by the clinician beforehand)

	Final approved clinical notes
	Retained in patient record per NHS Records Management Code of Practice 


If you have any retention or erasure concerns, please ask to see the Practice Policy. 

8. Your Rights
Under GDPR and UK Data Protection Law, you have the right to:
· Access your records
· Contest ‘inaccurate’ information
· Object to the use of Heidi Pro

Opt-out procedure: If you do not want your clinician to use Heidi in your consultation, that is okay - inform your clinician or practice staff at the start of your appointment and they will ensure it is not used. Manual note taking, directly on to your notes will be used instead. Opting out will not affect your care.



9. Personal Data Breaches
· If there is a breach of your personal data (data used in the wrong way or sent somewhere it shouldn’t have been) then would be recorded and reported in accordance with GDPR and practice policy.
· Currently, no personal data breaches have occurred with Heidi Pro use within the practice.

10. Contact Details
If you have questions about how your data is used with Heidi Pro:
Practice Manager: Susie Wheaton
Practice Address: Kiln Lane, Barnstaple, Devon< EX32 8GP
Phone: 01271 329004

11. Updates to this Notice
We may update this notice to reflect changes in processing, law, or technology. The latest version will always be published on our website.
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